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The Challenge:







 Monocultures are weak. What kills one, 

can kill ALL.

 Polycultures are strong. Some fraction 

always manages to survive!

 Polyculture emerges from  Diversity .

 Randomness,  rather than mere variation, 

contributes  „near‟  optimal solutions .
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 Can‟t just  raise/lower  the „Tide of Diversity‟

At best will make system more  resilient  but

more  fragile,  or

Less  fragile  but  less resilient -

Either way solves only  half the problem!



 Incorporating  „disciplined‟  Randomness as a 

design feature introduces a kind of Diversity 

that can  lift  just those boats you want to 

lift .

 Resisting the  temptation  to clamp down on 

a  NETWORK  in order to  “fix”  its 

vulnerabilities paradoxically can often 

actually  make it more likely to survive and 

to recover.



 Design for the same  „functionality‟  not 
for the same component !

 Diverse components exhibit different 
failure/recovery modes.

 When you  “don’t put all                     
your eggs in one                            
basket,”   your  . .  .    .



Diversity keeps your adversaries

Accidents,

Mistakes,

Mother Nature, or

True malefactors

having to play  “whack-a-mole”  

with  different Mallets !!!!






